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Abstract: 
In modern days, breakthrough in information and communication technologies led to devices of every possible kind being 

connected to the internet. This also strengthens the necessity to defense cyber- attacks because any devices with a wireless 

affiliation can be vulnerable to malicious attacks. Attackers deceive themselves to avoid being detected during attacks. Hidden 

attacks may appear normal and are hard to recognize. The defender, equipped with an intrusion detection framework using 

honeypots, need to carefully sieve out suspicious traffic from normal traffic, which might incur high cost if honeypots are used 

excessively, at the same time lack of  knowledge about  the incoming users whether they are malicious or not adds to the 

defender‟s difficulties. The attacker may try to deceive the defender by employing suspicious attacks or by performing normal  

activities, while the defender can make use of honeypots as a tool of deception to trap attackers. In this we are taking the normal 

patterns of user to find if any attacker comes into the system. If the pattern mismatches then we find out it is an attacker and it is 

moved to honeypot network. 
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I. INTRODUCTION 

 

With tremendous growth in technology, internet has taken 

different shapes. One such form is the Internet of Things, 

where wide ranges of devices are connected to each other via 

internet. It collects and transmits data among devices 

anonymously and also proves to connect smart devices 

efficiently. Though technologies are evolving at a faster pace 

there is a notable increase in the number of cyber attacks 

encountered every year. There are new attacks emerging, yet 

many organizations fail to give proper attention, which results 

in huge loss. In a recent article [1], it was stressed that while 

essentially any devices with a wireless connection can be 

compromised by malicious users, the degree of security 

measures for those devices is very limited. It was also reported 

in [2] that due to cyber attacks on the electricity grid there was 

an approximate loss of US$6 billion. Hence, fortifying defense 

mechanisms to protect these systems must be a top priority. 

Honeypot systems are proven to provide solutions to such 

attacks. Honeypots are systems that imitate the original system 

and acts as a trap to lure attackers in. Doing so helps in 

monitoring the attacker‟s behavior and helps the defender to 

take counter measures. Honeypots can either be physical 

systems or virtual systems. The virtual ones provide 

scalability. Most of the previous works has applied a game 

theoretic approach and they depend on dynamic strategies. 

Our system analyzes the incoming traffic flow according to 

some predefined scripts. Suspicious traffic will be rerouted to 

the honeypots to be logged and further analyzed. The rest of 

the traffics are directed to the regular systems among which 

are the attacker‟s target.  Existing works block malicious users 

to authorized accounts; in our paper we analyze the behavior 

of the users by recording their behavioral patterns. The main 

aim of this paper is to defend against attackers in honeypot 

enabled networks and to monitor the attackers behavior to 

create a well secured system. 

II. LITERATURE SURVEY 

 

Game theory [2] designs the model of Interactions between 

defender and attacker using a signaling game. Signaling Game 

is a non-cooperative two player dynamic game that consists of 

incomplete information. It employs perfect Bayesian equlibria 

and deceptive equilibrium strategies in the defense of a 

computer network. Advantage of using this strategy is that it 

reduces the cost associated with testing and attacks to zero as 

they are heavily automated but it does not address Hybrid 

strategies with non-deterministic choices. A Survey of Game 

Theory in Wireless Sensor Networks Security [5] specifies 

about preventing Denial of Services (DoS) attacks, intrusion 

detection, strengthening security, and coexistence with 

malicious sensor nodes by Applying game theory to WSN 

security. Disadvantage of this method is Quality of Service 

(QoS) is poor; Mobility was not effective And WSN security 

issues. An Attack Tree Based Comprehensive Framework [10] 

addresses inflection points of equilibrium that further reflects a 

trade-off between the attacker and the defender„s gain. There 

are two main parameters involved in this method one is 

amount of satisfaction that the agents derive from their actions 

or events Comprise and Nash equilibrium and it is the key 

concept of game theory. No statistics and system 

aticmethodology have been suggested here which makes the 

implementation difficult. Micro-location for Internet of Things 

[12] addresses Privacy, security, Interoperability, and AI 

enabled services using Geofencing and Micro location 

combined with IOT. Using these techniques we can provide 

high range of services to tenants with high accuracy 

efficiency. But energy consumption of the devices are huge 

which is a great constrain for IOT device as it is portable. 

Resource Management in IOT [13] provides traditional 

application based approach. It uses CoAP-BASED Resource 

Management using WSN, RESTFULL integrated IEEE 

802.15.4 connectivity into an open-platform gateway and port 

the HTTP-CoAP (HC) proxy. It addresses on middleware 
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Solutions but does not focus on the complete set of 

functionality to meet the requirement of IOT middleware. 

 

II. EXISTING SYSTEM 

 

Many existing schemes present in the literature are used to 

find out the attackers and not their behaviors. Most of the 

aforementioned work focused on the deceptive strategies of 

defenders, more importance is given on finding and blocking 

the attackers thus minimizing the real system from being 

attacked often. They have formulated Bayesian game model 

that explains the defenders imperfect knowledge on different 

types of users like malicious user or not. It provides a game 

model that explains how the defender should react to different 

types of attacker‟s actions and strategies. It also helps in 

deciding what kind of strategies will be optimal to both 

defender and attacker. Attacker and defender do not stick onto 

a single strategy, they keep changing their strategies based on 

the previous observations or the knowledge they inferred. So a 

repeated game version was developed using which the players 

can update their beliefs under Bayes rule. Most of previous 

works concentrate on how a defender should take actions if an 

attacker comes in. A system should study about the different 

strategies attackers adopt and employ suitable methodologies 

to design an efficient and rigid system. The various deceptive 

actions and behaviours of the attackers are mostly neglected.  

 

III. PROBLEMS IN EXISTING SYSTEM 

 

In the existing system, the attacker is found out using the 

Bayesian network between the normal user and the 

mismatched user. Bayesian network assumes the values in the 

initial stage and carries out further processing which throws 

error after 1000 iterations. After the attacker is detected he is 

blocked. But just blocking the attackers is not going to stop 

the system from being attacked again. Any system that is 

being designed should have a thorough understanding of 

chances of being attacked. The behavioral changes of the 

various types of users are not monitored. It is difficult to 

monitor the passive attackers as they attack the system without 

disturbing it in a deceptive way. A user may commit mistake 

at times, so we cannot conclude that he is an attacker 

immediately. Hence suspicious activities must be monitored 

before concluding that he is an attacker which is a flaw in the 

existing systems. As a result of not being able to monitor the 

behavioral changes, finding the passive attacker and 

supervising the suspicious activities it will end up in an 

unsecured system. In our work, we will look at the various 

deceptive strategies from both sides simultaneously and study 

the game outcomes in both short and long terms 

 

IV. PROPOSED SYSTEM 

 

In our proposed system we find out the attacker and his 

behavior. In order to find the behavioral patterns of a 

malicious user we have to keep track of all the users who are 

entering into the system. They are kept under constant 

supervision; their accounts are monitored by comparing the 

already stored behavioral patterns of the normal user. If the 

logged in user‟s behavioral patterns mismatch with those of 

the normal user‟s pattern then we declare him as malicious and 

put him in a suspicious list to confirm if his intention was 

really to bypass the system.  Monitor. To provide protection 

against such attacks, we use a honeypot system with intrusion 

detection system which provides a better defense mechanism. 

Intrusion detection system (IDS) is used to alert the admin 

about any suspicious activities that tries to compromise the 

system. Here it analyzes the incoming traffic flow according to 

some predefined scripts. When it identifies any suspicious 

traffic it will routed it to the honeypots, where they are logged 

and further analyzed. The rest of the traffics are directed to the 

regular systems. Here, we analyze the attack and defense 

actions taking place between the IDS and an attacker. The 

results of analysis can be used in developing new defend 

strategies and thus designing an efficient system that could 

prevent attacks even before something could go wrong. 

 

Figure.1. represent the overall flow of the proposed 

system. 
 

The first phase will be the user registration and log in. The 

user has to register their account in our system. Then the user 

will authenticate into the system. The user will control the 

system and its operations based on his specification and 

privilege granted by system. In this phase only the systems 

operations are to be controlled by the authorized persons. The 

next phase would be normal user‟s authentication and 

behavior. In this, the user will authenticate into the system and 

then the user will control the system and its operations. If this 

user is a normal user means his behaviors are stored in a 

normal patterns list. This is later used to find out any 

malicious user by comparing the patterns of any new user with 

the existing normal pattern that we stored. Next we have the 

honeypot network. Honeypots are like real systems in which 

users are lured into if he tries to compromise the system 

functionalities. If the user is entering into the honeypot system 

means the user will feel it as if the person is working in the 

real system but the functionalities will be affected only in the 

honey pot system and the real system remains unaffected. 

When the attacker is active, he launches either a “suspicious” 

attack or a “normal” activity. Suspicious attacks are a common 

attack patterns, and it is easily recognized by the intrusion 

detection system. Normal activity is a well-disguised attack. 

On the other hand, when the attacker is passive, he launches a 

“normal” activity just like the regular user, which does not 

harm the system or a “suspicious” activity in which he tries 

toprobe the system. Probing is simply monitoring the system 

to understand it and check for any vulnerability. Active 

attacker will attempt brute force method to crack the 

password. During this the defender will give the attacker a 

fake hit and lure him into honey pot system. Brute-force is an 

algorithm cracks password by iterating through all possible 

passwords by assuming a finite character set. A brute-force 

algorithm starts with the letter „a‟, „b‟, „c‟. „x‟, „y‟, „z‟, .. „aa‟, 

„ab‟, „ac‟, „ad‟ .. „az‟,… „ba‟, „bb‟… „bz‟, …,‟aaa‟, …, „azz‟, 

„baa‟, … „aaaaa‟, … „zzzzz‟…. 

As this process continues, the brute-force algorithm will 

eventually crack the password, since the amount of possible 

permutations of password is finite. Brute-force algorithms are 
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designed in such a way that they iterate through every possible 

permutation of password until it gets a hit. 

 

Attacker side: 

Based on the maximum password length, set the last password 

    i.e. 'zzzzzzzz' for an alphabet [a-z] with 8 characters 

Calculate number of permutations. 

Set the password to first character in the alphabet 
 Iterate through the character set 

if a match is found 

enter into the system 

else  

continue the iteration. 

Stop. 

 

Defender side: 

Set the maximum login limit per minute 

If the number of login attempts exceeds that of the limit  

Then detect attacker 

Generate a fake hit for the attacker 

 Stop 

 

The last phase is about passive attackers. The system will have 

a predefined pattern stored that will explain how a normal user 

would act in the system. When the attacker is passive he 

simply starts monitoring the system. When the number of 

actions carried out by him exceeds that of the normal user‟s 

pattern limit then he will be put under suspicious list. If he 

further keeps violating the rules, system will declare him as 

attacker and his actions will not be reflected on the system and 

the system will be secured. But, if the suspicious users‟ 

activity is matched with the normal pattern, he is removed 

from the suspicious user list and he can continue as normal 

user. 

 

V. CONCLUSION 

 

In this work, we have developed a brute force attack to 

analyze the problem to detect the attackers and protecting the 

system from various types of attack. This method can be 

adapted as a security component in new IoT networks such as 

phones, watches, glasses (smart devices), medical and 

healthcare system, smart buildings, sensor networks, and 

vehicular networks. Experts are looking at honeypots as a 

mechanism of deception to add an extra layer of defense. 

Honeypots is a trap to lure attackers in; they are a physical or 

virtual computer system that work like a actual devices and 

continuously monitor and log the event that are carried out by 

attackers and allows defender to study the attacks and devise 

countermeasures. Honeypots are examples of deception, a 

strategy that is used to mislead the opponent into taking 

actions in one‟s favor. By deploying honeypots, the defender 

hopes to deviate attackers into these targets and thus allowing 

the defender to detect and intercept these attacks. This method 

can be programmed according to the needs and working of the 

system for various IOT‟s like cameras in public places and 

banks so that we can intentionally miss lead attackers to 

different paths and notify the attack to necessary departments. 
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